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(54) CIPHERING METHOD AND DEVICE THEREFOR. 
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(57)Abstract: 

PROBLEM TO BE SOLVED: To easily control the ciphering key. 
SOLUTION: A ciphering key K1 is generated fi'om a master key KO using 
a unidirectional function, a next ciphering key K2 is generated from the 
key K1 using the function and similariy n-hierarchial ciphering keys K1 
to Kn are generated. Then, information is ciphered by the key Kn and 
the information is decoded by the ciphering key Kn, If the key Kn is read, 
the information is ciphered by the key Kn-1 and the information is 
decoded by the key Kn-1. Thus, the information, which is ciphered by 
the key Kn, is decoded by the key Kn obtained from the key Kn-1 using 
the function and the user is only required to maintain the latest key Kn- 
1. 
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F : one-way Function 




(2) 



[if*^4] limits tifcm^cDmm^tmmmzm 
^^tyjm\zii\,^T. 

-:^ts]m^^m^^xj^mit^ nrcsumt^-izM^B-r ^ 
m.n^t^-'tm^^x^mt^nrzrf\^<D'mmi^umt-r 

6 (c8S«o«^Yk;&ffi. 

sit ^Rt/±s2«^{t;^-^^^-r ffi*^ e. ± 

m^ms] ±sim.mt^-=^^^-r^fztb(D±iEm 
't<DW.mt^ntznmmwLt(i§mt^nxf'^rs.\,^±m<^ 




<Dmrzummt^-^m\^^x, ng^fb^nTt^-siiei* 

^mam i o \zsdM<Dm.mt-)s^. 
n. 

iRa^-r-i)y-x±tc±fBBf^{t;^-{c*ffS-r^3t^« ^ 

^ ^ t *#m-r^it*JS 6 {ctBecD«#{t:;^ft„ 
[M5jciS13] JilBPt^'fb^-tt. Bg^ibsnfcm^ 

±f BBS^^b^- \znm-t^ n - H t L TJ¥ A ^ tiT t i ^ 

hu-^^ifti.xm^^ti^z.t'&^wi-r^m^m 

— i/^TPg»<bTS ;i t j; 0 ±:IBBt#<b4^ 
±IBI«Sfb$nfcBt^lb^-€:ffl I.iT±fBmSOl«^^ 

Rf^-fbt-^ Bf^fb^ © <h^w-r-5^i:^wm<t-r«>Bg^ 
im^miG] mmit^tirz±ss.mmt^-<Do-^. 

[ss*^i7] ±mii^mit^nrzB§mt^-^m^'>x 
#^itffi^Bif#<b-r-5m 2 ©Bt^{b^®i&$ e. tcwr^ 

m^m 1 8 ] Bt^{b;^ n/iRif^©if ^^^a^fb-r ^ 
mmtmrniziii^^x, 

[W*JSi9] ±tBBt^{b=^-tc*fjS;TS«^{b=^^- 

i&^^-r^^cJ?)«f»«^iBtsrsm 1 ©BBit#©<t, 




it=^-^^isb. ^(DmfztAkmt^-^m^-^x. mmt 

snTL^-5±tB4#«1t^<&«^ft;-rsSif^*> «^{b^ 
n/c±BB#«1f ^ i Bt ^ nx t ^ ;i </ ^±tB*#^1*^ <h 
*^-Sfr«.ST«503lL. «^fb$nfc±tB4#SW#<h 
Bif^<b^nTt^;5:li±gB#S1f^<>:*^-ifeL;t<i:*, ^ 
© ^<D±tBffl^<b+-S:±tBm 2 <Dt21t#©fCBBti $ 
•e-^;i<!:^!t#Si<!:-r^iS*«2 2 fCfBffi®«^{bg«o 

(gi*3S2 4] ±mmi(Dtm^m^ ±aB^2©tBit 

±IB*fig^©. *JJ:y:±fB«^fb#g«. l-zxD 

1 9 izmm<Dmmtmmo 

[m^m2 5] ±m9sm\:.^-\zmt^r^m.mt=^- 
^m^r^rztb(Dmm\t. ^46mi©BBig¥efciBtg$ 
tix\,^^:iii=^<^mt-r^mji^m2 4\zsd.m(om.mm 

Mo 

mz^<^^x, 

mmmm{zj:-o xm^-^^ummm^^m l . 
±Bimmmmt, -:>3i^msi.^mf,^xmmit^titze6n 



#n¥lO-3256 
t^lfSi-r^fBS^i*:. 

^mir^m^m2 6iziimmmm^. 
[is*^2 8] ±simmt^-it. ±tmmi^mz± 
tBBf^<b=^^-ic*f*sr?.it^. Sc^, A--3-h-fcL< 

«2 6 ICs5«(7)|B@!«#:. 
[0 0 0 1] 

{c cfc ^ xmmmm ^ ntztmmmzm u , ^ 

y"^ • fr'^ • 'f'<7.i; (DVD) ;'St*CD|BglJi 

#:{CfB®$n/ty7 h'i7xTfcL<ttx-^', ^tz\t.^ 
y h'7-i;^iY\.X^^^n^'jy h^aLT%L<\t.7' 

BS^^bSB, IB®*^, «-^<b;^te, m^-fbSB 

[0 0 0 2] 

4^-^fflt^xBt^{bLx, ^«Bif^{b$nfcV7H':7x 

DVDisBai-r^) iztimi^tzO. ^yhU-i^^ 
^LX^j^-r-Set^tUXtiSo ^LX. DVD^^-y 

hu-'i/^ifi-i^xmrn^titzmn^t^tifz^y ^-^7x7 
^/cttT^-dfts. gij^#ti^$nfcJitBBt^{b^^-^ffli^ 
xumt^ti^. 

[0 0 0 3] :zz.x\ mm\z. mm<Dm^itRU^mt 
iz^t^^xmrnr^o hi2«. mm(09§mtRum.mt 

fCg8LX®I^S<&^UXti-g>, jiOiM(C*3^iX. ¥35:M 
(iM«-rsif ^) Ti^Bt^^bliK 1 ^ffltiXBt^^b^O -y 

1 0 ixBt^fb^n. 9§^:$:c mmzmm-^n^v^ 

A^^fiK^n^o -ecDBt^:a:c*«S(t<siifcsi<i^ 
§ttfiijic*5iix. «^^bitK2^ffltix«^{b>^o 

>yi/ 1 0 2X'tt^ib^n, ¥3S:M7i>*5fefig$n-&„ CIWJ; 

[0 0 0 4] ^fc, mmtm^mi.t£\,^m mmm) 

3x»»^-rs^t7!)«sso ;^c*3. ;i;ix. 

-r ^mf}m^itm^m ^ ^xm^:sc c *^ ^ txm ^^bk-t 

^xc i^iSigLXBt^3S:c*^ ^¥X<^ss#-r-5 c <h 

[0 0 0 5] id^x. ±a!L;tJ;3;'iBt^^b+-<&ffl 
t^xB^^^b^fr^Jl^. Bg^fb^ — s*^*^»g^nxL 

Lxitmmztj.^xL^^. "tzx-. mmt^-^mm 




(0 0 0 61 

[0 0 0 7] sfc, /N- KC'xTe^jtcB&^fb^-d^'^i* 
[0 0 0 81 ::<Dj^^u^wzS^^xu^n 

[0 0 0 91 

[0 0 101 i«*^4(cis®(0isgi;^fett, 

Bt^<b$tifcm^©1t^^tB»iK 

[0 0 111 W*3S6tciB«w«^<b:^fe«> Bt^'fb^ 

n:^cii&^<b+-tc^=t*S-r^«^<b+-^ffli.^Tiit^'fb$ 

[0 0 121 |f*3Sl 5 HtSffi©lit^fbSB«> 
Mlgc^ffltiTPgSfb-r^ ^ .hlci DBif^^b=t^-^%^T 
PgSfb^n^cBf^fb^-^rfflt^TRlf^CO 

■5. 

(0 0 131 If^iai 8 JC|2ffi(D«^ibSB«. 9§mt 

^nrzm^omn^^m-r^Sim^mt. -yji^m^^ 

F (k) =DES (IV, k) 
(dClT, I V«. Initial 

[0 0 2 01 sfc, -yjf^m^izmoTJi^ztuxAiiL 

(00211 - block cipher (produ 
c t cipher) S^OTJl/rfiJ XA. 
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m^^xmmt^nfzm'&cDmm^mmtr^mmt^wc 

i: S C t Sri*® .h-r 

[0 0 1 41 B*^2 6{CfB«©IBai^^^{a. «^{bg 

m^z^r>xm^^^mfAmmm^=^mL, ammmt, - 
:^(^m^^m ^^xf^mit^titzs§mt^-^m i^xBg^ 
^b ^ nfcm^©if i s c t -a, 

[0 0 151 ±tBti-rn®«^IC*5t,iTt>, Bt^{b=^^- 

i LTtt-;^iS]iiST'[g^{b$nfcfc«)*s^ti 

[0 0 161 

m Ltzmmt^-(D?§mit<D:^m<Dm^^-rmx'$>^o 

(Masterkey) (KO) ) (Cjt^LT. t^^^t^)^ 
— :*r^MIW (one-way Function) ^rfflt^T, ;^«|5gB 

(Ver. n) (7)Bg^fb+-K 1 ;*^}gfiS;$n'5, CLC 
T, F 1 OT, Bif^fb+-K 0 

t^i^^\^^m-t^^t.\-iM'§,\zx^^i3^. -E-oaecOM 
fip-^. Bt^lb=^^-K i3i^^Ko*g^@-r^;ia:«ffi 

«6TSilT* * cfc ^ Ai^pf j£tt<DS^i£^fT o MINT'S 

[0 0 171 — ;^(6]P^(ctt. Data Encryption Standa 
rd ( DES, National Bureau of Standards FIPS Public 
at ion 46, 1977) . Fast Encryption Algorithm( FEAL, 

S.Miyaguchi. The FEAL cipher family. Lecture Not 
es in Computer Science, 537(1001), pp627-638. (Adv 
ances in Cryptology - CRYPTO '90)) ©J; ■5;^Bt-^'fb 
TJUrfUXA, fe-5</HSMessage Digest algorithm ( M 
D4, R. L. Rivest. The MD4 message digest algorith 
m. Lecture Notes in Computer Science, 537(1001), 
303-311. (Advances in Cryptology - CRYPTO '90)) 
Secure Hash Standard ( SHS, Secure Hash Standard. 

National Bureau of Standards FIPS Publication 18 
0, 1993) (DJ:5;^C^-yt— S^^'-f i/xXhTJUzfUX 
A*<£ffl-r-l>^tj5^T#-S.. Uii. DES, FEALlC 

, 1 9 9 3^^7^j fci^ifflicge^^nTti^. 
X. --f5^wmz'D\,^x. i^\^mix^mzmmt^. 

[0 0 18] DESWil-a-. — :^|o]K^tDES<*:©rB^ 

[0 0 19] 

Ve c t o rT*Ott.lc, ktiSI) 
• • • (1) 

[0022] block cipher (produc 
t cipher) ^OTJU^f UXA«. (2) \Z 
^K-rJ:^(C. 5p3t (Plain t ex t) $r, @ (k 
e y) SrffltiT, Sf^'fbL. (Cipher t 

e X t ) €rt#-5<, 

[0 0 2 31 
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C = Enc (P. k) 
(fcfcL, Cttc i ph e r t e 3 
P p 1 a i n t e X I 
k«k e y (Si) ) 

[0 0 2 4] EP^.. keyH^tbT. ^n-y^lflc*^ 
a^hash f u n c t i o niCct S^MOT^^^i 

[0 0 2 5] plain text ^x— tJ'WB 

#^x.^(*:€rfTO permutat ion box^s 
ubstitution box > Kiifo # 

F (k) <==>a'^ mod p 

[0 0 2 8] (3) {C*5liT, IB^ r<= 

=>J «, r^«J ^^^LTl^S, 

[0 0 2 9] IP^. MfcF (k) Fa^kSL/cfc 
OT^pTfJofc^Dj i:^«-rs. m (k) 

3&^?>F (k) tt§Blc:*ae)-5;ii:*^*T#^*^ F (k) 

■ [0 0 3 0] ZCD^vtZ. — (F) ^fflliXV 
Ki = F (Ki-1) (fcfcL. i = 1, 
[0 0 3 2] ;^j:*3. g:ffln«. e,nspgBcD 
^ (Iftf^l^) T$)^o tieoT, ±K!!b;tct5tC> 

Mgc (F) ^mi^^Tmrzizmmt^-^mn-r^^tii 

[0 0 3 3] Z.^X\ *^BJ{C*3l:t^y-7 N':7x7^Ac 
tc, «i5!]{CBf^{t:+-Kn (Ver. 1) ^rfflV^Tlf^ 

[0 0 3 4] ^LT. tU, C:OBi^{t:+-Kn/i««Bg 

-hWi^H (Ver. 2) OBt^-ft:^— Kn - 1 ^fflt^T 
Bi^fLb, Bt^^k^-K n - 1 y-'lcE^nr-rsJ: ^ 

m^nrzmmt^-(D i o±wi5gscDfit^{b^-^ffli,^ 
[0 0 3 51 a?oicis^$n-g.«T«i^«i5gg 

(Ver. 1) «Bg^fb^— Kn«, -^(D^M (V e 
r. 2) ©Bif^<b+— Kn- l*^t.lll^F2:ffl<.iTS^p: 

0> Bi^{k+-Kn- l;&^6Bt^fb=1r-Kn$:^g(CiS 



t . 



• • • (2) 

IE, csjx.«fiffiiiwiiiaiDSis (Exor) ^jg-r. 

[0 0 2 6] Sfc, 3^ife«lTJl'r/UXA«, (3) 
[0 0 2 7] 



p«^IS:) 

• • • (3) 

7.^^-}!iot^ibmmt^-Kimi^ii><britzmi. m^^ 

T, (F) ^fflV^T, 'A^ (.A) \Z^. 

T^O\Z. m!mmt^-K2. K3, • • -Kn- 
1, Kn*^jgg[$tl. pgH-fk (Ver. nTiMVe r. 

1) ^ntzvsmt^-tim^^n^. 

[0 0 3 1] 

, 3, • • • , n) ... (4) 

Wt^:Liimx^. Rt^^b^-Kn- ld^e.ai»^tl7t 
BS^^b^-Kn^^fflt^T. Bg^-fb^r-KntCck-^TBS^ 

i\:-^nrzmmL^mmt-r^^t.t^x^i>. wt. i^it 

[0 0 3 6] t»eoT, »S^$nTli?iti«»f 
- ic J; ^ TBt^^b^ 1*^ t«^{k-r ^ ;i <h 

[0 0 3 7] 0 2(S. T'^';^^5:f^^-rS(BiiJCtiliT. 

mX\-S.. DVD) ftjiS, 5^- 

y:7 h-^xTi^ti'Wltffi (¥:St7^-^S' : P 1 a i n 

text) ^v^m^x.xum-^iz^oi^m^wmt 
^rzi!b<Dya—^y—hx&^, m.m\z. XJ-y-fSl 
tciit^T. mi\z7n\.tzmm^t^ntz^mt^-(Do 

ii^/itftf^ (I5gffl) oBt^<b=<^-*®*?b. -ewa 

^$n>tB&^<b^— ^■7-^7:^^— (wo r k key) 
i:bTS#?-r^, *fc, XT^-yT'S 2lCjtt^, ^«6^«6 
6n;t3f«CDia?:^:S:?=O^JS:V>'-yi7#^ (mag i 
c number) iL, ^CD y'>?y ^S-^S-XT^-y^ 




(encrypted magic number) 

to 0 3 8] Xy^-yzfs 3\zioi'^T, mi^fc^'^^ 
L. Bt^fk^nfclf^ (cipher text)^&D 

VD 1 ©m^©s0ffct2fii-r-5. 
[0 0 3 9] :i>:»c, ±^Lrzmmt:^m\zMis--r^9§^ 

(Hl?S5 1 S^cittS 2{c:^i^^n^, '7-i7:^^-^fi£[HIgS 

5 2JC«i^-r*. Bt^fblHlK 5 2 ti, #t^^nfc-7>?-y 
i7S^^'7-^^-:tfi£liI!S5 3*^^ttti^$nfc'7-i7 

[0 0 4 0] Sfc, Bt^^blHlgS 5 1 (i. ^tj^^tlfc^^ 

igSt-^Ti^tC, ■fiaj;^^. DVD ia)^^CD«R)?{Cie 
fi^-r-So ?i*5> CKDjBSSa 5 4*^-7X5'— 5=^-1' X^Sr 

[0 0 4 1] |gl5«. ±aiLfc<t5(cLTf^fig$tl7tD 
VD 1 ^B^-r-&5^-<X;5'7'U— (DVD:?"!/— ^ 

-) {'fei^T, DVD 1 fzta^^nrcBt^it^nit'tt^ 

*-5>, IC^^-yT'l 1{C«. Vv-y^#^ (mag i c 
number) , Bf-^'fk^nfcvs^-y i7S-^ (enc 
rypted magic number) ctO^Bg^ 
it-^ntzmm (cipher text) t^Xil^tl^ 

J; o \zts.^nx^^^. ^mt^ntz-^-jy ^^mi lx 

DVD l*^^P^$tlfcfe©*?et^$tl. -^v-vi/ 
#^tLT«, DVDT'U— Vg#*^ia^-&i!&>t^'J;^C 

i7mmzm~(oh(DX'$>^, 
[0 0 4 2] /•^')i2it. mnz^vrzmmt=^—K 
0, fip^, ■^7.^—^—^9i^m-r^j:o\zu^nx^^ 

- tw?=t L T±fEI5l& F i^ffl t^TjRi* ^ tlfcmScOI&ftW 
B&^fb4^-, gp^'7-i'=^- (work key) ^ffi 
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fcv>?-yi7#^t5J:t/;<^ U 1 2*^e)BI*-tti$nfc-7;^ 

n;t'7— 1 3lC«i^-r-5J;5lc;5:^n 
Tti-&„ ^LT, m^ibdlgS 1 4 tt, A;'3^nfc:B&^'ft: 
^n;tffi^ (C i phe r T e x t ) ^^^-i^^-^ 
fflV^T^^^kL. ^35:^^—5' (Plain text) 

tLxmiTr^^o\zu.^nx\'^^. 

[0 0 4 3] ^IC. laet'^Lfc^P— 
LT« I C^-yT'l lrt»Ci3lt-5DVD HCieat^^it 

««[JIC. XT-'yT'S 1 IfCiSO^T. DVDlwm^CDJg 

-5, XT->y:/s i 2 (cil*-. 7>^-y3^s i i tcij 
^^TM*^tii^nfcBt#^b^nAcv>;'yi:7#^i:. dvd 

;t-7>?-yi7#-^*'>e,« |§17<D7P— 9^-\'— h$;#,W.LT 
[0 0 4 4] 07«. |216<DXx-y:/S 1 2fCi5tt-55!L 

fC. X5"-yyS 2 1 ICiSV^T, I C5^-y 7" 1 1 ©^^:'J 
(k) ^LT, ^©aS?:^- (k) d^*. «^ 

fblHissi 4(c#ti^$n^o (k) 

[0 0 4 5] 'A\Z. XT^^yT'S 2 2{Cjl*-, «-^fblHlg§ 
14tt> m^^ntz. Bf^^fc^nxt/i-g.-^v'-y^S^ 

(MNe) (k) ^rfflt^T^^fbT^. 

T, Bt^^b$nTt^SVv'-y^:7»^^SS?^- (k) X 
m^^t L ySiiSm t -7 V -y ^ #^ <i:*^-S5c-r -5*^5*^ ^*iJ 
^t-^o ^#<kL;^ci^«<!:Bf^^b^nTt.^;^j:tw->--y/7 

BS^-ftlSiJfCfel^T. Bt-^^b^ny^c-^v'-yi^S^^Bt 
^{bLfcBt^{b4^-T«/i(.iiWS^n^„ ir^T, X 

T^^yT's 2 3{cji*-, :i>:iC; (5) \z^-r^o\z, S*?^ 

- (k) A^ib-yjl^mWl. (F) ?£:fflI.iT. i):«)tft«;(DBt 

^fb^^-^ii^L, ^n^mrc\zm^^- w ir 
^. 

[0 0 4 6] k = F (k) • • • (5) 

[0 0 4 7] -eUT. nzf, Xx-y^S 2 2{C^0, ± 

[0 0 4 8] — X^^-yT'S 2 2»c:i30iT, Bg^^b^ 
nTt^-5V>?'yi'#^i£ra^:^^- (k) TS^^bLlti^ 
« t . Bt^{b $ nx l^i^c t w -y i7 S^Tii-gcT S <!: *iJ 

^^nfcJi^. mn=^- (k) Bt^<b(Biiic*5t,iT, 

Bg^^b^nfc^ v'-y i7S^^Bf ^{b Lfcitif^{b=^^-T& 

{blHl?Sl4«, dOiS^^- (k) ^■7-i7+-<i:L, 
^n^Uv'XiS' 1 3fC«^L. Uv^X^' 1 3(CfBtg^f-B: 
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n, 0 6CD7D— ^'ir— hcDMSlCM-S, 
[0 04 9] ^O^. 0 6©7D— ^-V-— 
S 1 SlCil*.. «^{t[5]?gl 4 a. Xy- y-:fS 1 2 (0 
ycDXT^-yT'S 2 17iS2 4) fC*3t^T5j<J6t)ni'c'7— 

^nxVi^iSffi (C i phe r Text)€:, "7-^ 
^-<&fflV^T^^{bL. W-^f-'S' (Plain Te 

X t) <*: LTaj:^-r^o 

(0 0 5 0] C:<Z)J;-pfC, I C^-yT"! 1 (i. 

[0 0 5 1] a>tfi-i5'®v 
7 h'^xT(Cj;oTff ^^•a-. S6©XT->y:7'S 1 2© 

[0 0 5 2] 0>J^«, ®9^#BgLT^ai-r'5J;5{C. 

DVD fcTOJ ^ txTE^ii ^ ntzm^<D^m(Dvs^\t^— 

(Ki) (ddT, i«n, n-1. • • IWt^-T 

RAM) (CtEltT^ct^fC/i^nT^^-So 
[0 0 5 3] *^5JtC. 7.7--j-fS 3 1 tCi3l.iT. A:*?^ 

n/c0TSwiigHroBt^fb=^- (Ki) *?^tu*i^.«^* 
iii^n. s^^- (k) t^ns. m^^- 

(k) (i. ±aiL^c«-&<!:l^«|fC. SSEil^^tlTt^^ 

[0 0 5 4] X5^->':/S 3 2fCii*-. Bt^ikSn 

Tti-S>V->*>y/7#^*t®*?+- (k) ^ffli.iT«^<t^ 

- (k) T-M^<bL^i^«<i:-7v>yi7S^t*^-Str^ 
#^ <!: a L;^£ ti <>: ^ tltzm^^. M 

(k) mmtm\z^r.^x. vi^-yi/s^^Bt 

^<blxfc9&^^b=^-T«/j:Vit*iJ«$n-5. ioT. X 
x-yT'S 3 SICjS.^, ±sSSC (5) {C^LfcJ;^fC. S 

(k) *ie.-:5iS]H^ (F) ^flai^T. '^<nw^ 
(o^mt^-^^wi^. ^n^mz\zm^^- (k) i 



[0 0 5 5] -^LT. St;:, X5^->:^S 3 2ICR0. ± 
[0 0 5 6] — XT^-y^S 3 2 iCiJt^T. P&^^b^ 

nTti^viJ-yi7#^^a5^=^^- (k) T«^{bLfcig 

^- (k) «. Bt^<b{B>lJCt3tiT, Vv'-y^^S^^Bf^ 
^bLfcBt^<b4^-TfeStt<J^^n-5o J:oT. X5=--y 
yS3 4tCit*. ^©SS?^- (k) <&'7-i74^-t 

[0 0 5 7] ^CO^a. — hCD;;?.5^-y 

3^S13»Cj1^. Xt-'>':?'S12 (08(DX5^-y7'S 3 
17iSS3 4) lC*liT*J6^n/c'7— i&^ti 

T. Bt^{b^nfcif^^'«^{bL. (p i a 

in Text) LVXti^tlt^. 
[0 0 5 8] CKD^^IC. Bt^fb^nTVi-Slf^wa^ 

a. E*^nfcttlcoi^)lcoBt^-fb^-ic:*:2rviT. 

ti.< izh^cDmmt^- (Ki) , ^fc«^©Bf^{b4^ 

— ©PgSJ; 0 fc{StiPg«<DBt^<b^— (K i - 1 TiMK 
1) tcJ;oTHg^<k$nTLiS1tffi^«^{bt--5c:i*^ 

[0 0 5 9] ;i®«t5(C. *:^BJC0||i£«JK^{Ci3tiT 
«^®BS^{b+- (•TX^' 13 
ffi,«cD®»©Bt^{b^-<^«-&fe#t)f#^) ICSO* 
t^T. ^ntAHfI®Bf-^{b+-{Cj;^TBS^<b^n/i«® 
^ta^<b-r^Cli:7!»^1?#S<7)T. «fT©B&^<b+-/t* 

mm-^ix. i«^<b+-*^^s^n^sfc. ^nt^Hfjcons 

< 0 . Bf ^{b^-®^a^£§a Icf ^ d t 

[0 0 6 0] S^c. @5(73*S£©^g^tC*5ViT«, Bif^ 
^b+- (-7X5'+-) ^. ^•yT'l 1CD;<^'J 1 2 tcf2 

ti^-B:. ^co^-v-/i^Tm^rof®S«Bt^^b+-^S5ff 
L. lig^lb^nrc1«ffi^«^lb-r^=t5lcLfccDT-. BS 
^'fb+-75^^1-a5tC»nSdt$Wl$i]-r^c:<i:*^T#. 

^jb+-w«M<£ffiMict-?>z:tAiT-#-l>. ^^.13. Ji 
m[:-^nrz^n(Dummmii^m-(Dm.mtm^ 1 4 

[0 0 6 1] i>:fc. n 9 nm^ 1 1 ^#Hg LT. Bi^fb 

[0 0 6 2] E19{a. Bg^fb^^— $:DVDro-^— X-^D 

V D ^mz^m\^xs.^-r^m=S:^ LTt^-s. 
[0 0 6 3] m^ti. m^<Dmm<DB§mt^—AizMit^ 




^-f h;i'B*^iaSi^ti;tDVD2 20^r-x-^DVD2 

-A^DVD2 1 tifcJC. Sfc, Bt^<b^^-B^£rDV 

[0 0 6 4] ^-51.^3. I C;^J- H#<Dg2®ii^*:tCB&^ 
<t:+-A€rat-5^-iS'^|B#LTDVD2 1 tifeic, 

-5'^te©bTDVD2 2 tth\zns.^-r^^z>iz-r^ 

[0 0 6 5] rL— tf«, DVD2 1 D 
VD2 1 ICTOJ^nfeBt-^-fb^r-A^:. 3>erL— ^2 
3(C+-#-K^®A:/3^M2 4?rfflliTA:^lf =l 
>tfi-^2 3«, ia8<D7P— 5^-^- h$:#SgUT. 

[0 0 6 6]:;^JC, DVD 2 1 ^£ia^itJfe>DVD0^i^>-m 
DmSiZty h-r^ii. =l>ei-3'2 3«, DVDig 
^•SiOSe^^LT, DVD2 l*^e.Ht^<t;^tlfc1t« 

DVD 2 l*»tS!^?fmb^cBf^{t;$nTU;51ff^$r«^ 
{kf-S. DVD2 2[Z-Z>f^^Xt>DYU2 KDm-ttmi^ 

\zLx. ^z.\ziE^-^nrcmmt-^nx\^'>^mm^m.^ 

[0 0 6 7] tt-:>X, DVDO^'-f 
Si^i^BS^fb^^-^BB^T^J^^. DVDCD^' 

[0 0 6 8] m^ltt, iS'-f h;UAfC^^J$:-r^BS^^k+- 

A*w^^n. iS'-r h)iAiznfS-r^^mt^-Ati. 
^(D±<Dp^m(Dv^mt^-A2izmm-^n. h;uA 

Tfc. M!&f$n^Hf|OTB&^{t;=^-A«, EI8^#88LT 
JhKeL;/tJ;5tc. Bt^{b4^-A2A^e.R^^o[)j||^(cJ;o 

[0 0 6 9] 01 ott, ^mt^-=S:m.mt-r^rctb(n 

y^h-^xTlC. B|F^{b^r-^«-r=i-K<£}fALTffi 

[0 0 7 0] ip-^, Bt^<blt^<&«^{b-r^m^fbSS 
3 3iz^ii>bnx^^^m.m[:(nfztt><D'jy h^3LT<D<^ 
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«a^{bas3 3^:3>fcfi-5'2 3»cg«-rs<. 

(CcfcO. =i>tri— ^2 Sfi. DVD3 1, 3 2ICBBfit 

^ n;tBg^{b^ nfcMffi^a^{ba« 33^^ Lxa^ 
{b-rsdt^^x^, «^fbLfc«ffi(c*ff&rsi()a. # 

[0 0 7 1] z.(nm\t.. DVDK)5''f h;ncfe^-r. 1^ 

[0 0 7 2] ^fc. Cl©0iJ©S^, =l>ei-iS'2 3^& 
'fb+-^«i5lHl^*-&t'Hd:^-y h'7-i'^ai;T=i >tf 

xmii^nfz».m<Dmmt^-^. a^{bas3 3o« 

[0 0 7 3]^LT. 3>fcfn.— ^S' 2 3«> d^Hf^-fb 
+-^fflt^T. E16*5J;c;ia8^#SibT±aiLfcJ:5 

{::UT, DVD3 1, Z2\zt^m^ntzmm.^m.mtt 

[0 0 7 4] ^fz. mmw\Wi^fz\,t.^yv^-^^^\. 
x^^it^-\z^■Dxv^^^\ll.fzmm^B,m\^. n>t: 

3tcji#fr-g)J;^{c-r-5::i:*^T#-5. 

-^^^LTSB^^n/cBt^^b^-^fflt^TC^ffi^^ 
ffi^^bTSo 

[0 0 7 5] izZ.:^X\ mi ^^m.\^X±Mhtzi^O 

ic. I5gs{bbfc«?;]©iit^<b=l^- (KO) z&^e., 

(F) ^fflliT^TCD|ggOBt^<b+-^£:JgfiS-r^ 
Ct/OiT'#. dCDBg^{b^-K0€r-77.3'-+-t-r^ 

dt/S^T^-s. -?-dT. c:covx^'=^^-<h;^i5B|f^'fb=^ 

— K05:, mmM^m<D;\—V^:r.7(D^\zm^ThhjX 
i3<dt(Cj;l9, d^Bt^-fb^^^— K0*^^^TCD|®)1CD 
Bt^^b4^-^fPfi£-r^dt*iT€. <i:WBif^fb+- (K 
1 TiSK n) T'B|F^<b^nfc'W#g-efc«^{b-r^d<»:*5 

X. mm.m^m<D/\-Y'y:!L7\zm^Tht^ntzy'-'^^ 

[0 0 7 6] 01 Hi, dOct^tC^^lHlgStCBt^ib^^ 

-^gB1tT^«WlHl?S4 1 dO^fflliigS 
4 1IZtt. ^JA«. EI5fCS^L/i I c^-y::^i l^iSffl 

?§4 l*«®ii#A{C#ti^^?n. ®jg«AfCj:-:3TDVD 
yu— ^4 3Jcffii!*.a,^n:t:m. n.-- tf (cJi^i^n-S, 
[0 0 7 7]-:^. DVD4 2J'tt. *«[5]?S 4 1 ^^12 

1t•r^RfT^«pg@coBg^^b=^^-^ffl^^TBt^^b^n^c:■7 
*5cfct;:d«B&^<b+-^fflt^TB&^fb^n 

[ 0 0 7 8 ] rL— if DVD4 2$^DVD-7'U— ^4 




KELyt<J:^»CLT. ^—i;^—ti^^tb<bn. DVD4 2 

[0 0 7 9] C:<Z)J;5IC, *^[Hl?S4 1 IC ?r 
tB1tS-ar;t«^, DVDyU— \'4 3«. DVD4 2JC 

le^ $ nifcw^*^ i'® pgs (DBt ^{b^- tc ct o TBf 

^nT(.^;ti:LTfc. DVD4 2JCie^$tlfcBt^{b^ 
[0 0 8 0] mm^'^ 1 {C-7X5'+— T^jS: 

^56^'DVD4 2 tCfBfil$nTt,iSi:#, DVDT'U— ^ 
4 3 DVD 4 2 »Ct2fii^tlfc^«1t^^tt^'(t-r-5 

[0 0 8 1] W^roft^lilKtcmScoBt^ 
<b4^-^tBtt$-ti:, •tn^DVD:?'lx— V4 3(Cffi.^ji 
t?::^©*. DV Drops' -f h;HCfe?,-ri^— OBt^^t^r- 

[0 0 8 2] )iK±.Oi^o\Z. ^m\l^-^-:f3\^mWL^ 

mm(D^m\:^-^m ^^xmm ^^mt-r ^ 1 1 =b tc, 

[0 0 8 3] ^Jx.fS. 011 {3^L>hjSJSO}gffi«. 1* 
■r-5C:<i:*>'T*-5)o EP*., DVD4 2 h-^xT^ 

i^MSc (F) ^m^^x^M(Dmm(n^mt^-^^^-r 

DVD 4 2 (CtB®$ tlTt^^Rlff^OPgH 

[0 0 8 4] iintCJ;^. ^— tf«. BS^^b^-TJ^iSM 
;^n-57ifLTjgl&r^n. DVD4 2tctffc^!:PgS©Btf 
^^b+-tCJ;oTB§^{b^nfc1»®*«IBfii^tlfci LT 
t). Se*jlO!HFt3«l^-r2.:it:^i<^n5:a#{bLTB 

[0 0 8 5] Sfc. Bt^{b4^-<&l2it-r^ma[Hl?§4 1 
€rWbTt'>^tViDVD7'U'— {C*5(/iT«. dWBif^ 

{b+- fc J; o TPg^ib $ ntzmm.mim ^ n/t d v d 4 
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it r •& a^SS i&'t L T t i 75: 1 i n > tf i — ^ {' t5 1 
c OBt^fb^- J; o TB&^{b ^ n;tM^*^i2at ^ 

^Oftjffl «r® ^fcSiMT ^ C i 7J^T# -5. 

[0 0 8 6] $5.1'. DVD;S:<>:<OlSgl!«i^Sfett-^<0 
^r-XlCBg^<b=^^-*«-rTJU>'7"^-y h3t^. S:^. 
A-u-K. *.5Vi«/J^nif^A^^We'JL-itO, IC 
h*irBt^{b+-»r^fSt-^5^-^'^IBtt^it/cO« 

[0 0 8 7] uii. ±^mm(Dmwnz^i'^T\t. simm 

^iLTDVD*IBli-5J;5tCL/i*^ ^i^crKCtE^ 
^n-5fc®T«7S:<. CD-ROM, MD (S.-'r^ 7. 

[0 0 8 8] ^fz, ^^mit. ^y^S'-^vvmoy^v 
hu-^^ithx. mmL^m^r^m^\z%mmT^z. 

[0 0 8 9] ±Mmm<D^m\zi6\^^xu. vv? 
y i;mn^x^yT>-:fv-\n^tim^n:^^^)m\z^n 
-r^^o\z\^tzti^. m^.\t. DVD©Ri^s<D«R)f{cie® 
L, ^n^m.^mL,xm.m\im^\ A\zx-^^'&^^o 
\z't^z.ii%'^mx$>^o "tom-t, igi4(C7Kf 
iz. ■^i^y^mnmmmms 4\zmm^nx. t^^t. 

it^nxi^^^mm^vy h-^xTJCctoxa^^b-r^j: 
5(c:nc$nTti-5*^ vy b'^x.T^mmi^-ftz. ic 

<£fBtt-rS»l»lHlSS4 1 ^'tLTli;5:li=i>tf:x— ^ 

\>^<Dx. mmmm^mmzmsL-t^^iimx^^. 

[0 0 9 0] Uio. *%B^®ie^j|yJiL;^ct>ISffltci5 
[0 0 9 1] 

[^^cD^sm] et±®rt<. is*« uctB^wB&^{b 
if*JS4{caBm®lBfii;^fe i«*JSi 5tcism« 

«. Bt^fb+-^-:^[S)Mi^^ffli,iTiiiffl{b-r^<t^{c 

L/cro-Tf. «^{b{|l]lC*3tiT. ^^(7DBg^{b^-^«Jt 

-r^fc'ttT, *i^Bg^jb=<^-i:Bg^^b^^afeWffi^ fca 
^<b-rsc:t7!»iT#. Bt^{b=^-;5«SSi^ nAc J^-&ic*5 



(10) 



!f#Pg¥lO-3256 



So 

[0 0 9 2] Sfc. M*«6icts«roffl^<t::^ffi. iiJ; 

t;w5i<« 1 8 \ziimo)mmmm\zjitni. -:^ifi]§8i^ 

[02] Bt^^bLfc1t^^I2fiHxfcDVD^f^fi5ct-S# 

[03] mmt-^ntc-^i^'yi/^i^-tmmt^nfzmm 

*^IBfii$ nfcD V D $r^-r0T&-5„ 
[04] *fg0JJC*3ttSBt^ikS«©«fiK«SJ^^-ryP 

[0 5] m3<DDv D\zBm^ nrzmn=^mmtt^^ 

[06] 05O5^-y7'l 1 CDKif^SrUiHJ-r -STtJ^O^D 



[0 7} secDXx-^ys 1 2(nwm^wm^^tz^(n 
[08] 06ox7"->:/s 1 2<nm-m^wmr^tz.^<ri 

[0 9] BS^{b+-?rDVDHEneiJLTi2:ftT-rS5^fe^ 

[010] Bir^^k+-^«^{b<DfcJ6©y7h':>xTic 

[011] »^«IHIi^s^cflt^^^:+-$r«^6)X^Tg^^^^-rs 

[012] Bt^^t:stjJm^Yl:<7)l)RS^^-r0-e&So 
[t^^wiJJBJ] 

1 "T^T.^, 11 5^-;/:/. 12 ;*^'J. 1 
3 ^>?X5', 1 4«^fblHlgS, 2 1, 2 2 DV 
D, 2 3 3>tfjL— 3 1, 32DVD, 3 

3 m.mt^m, 4 1 s^ess, 42 dvd. 

4 3 DVDT'U— 



[01] 



[02] 



[03] 



K2 I 



Master 



Ver.n 



Ver.n -1 



I K n I - Ver.l 

F : one - way Function 



( START^ 



31^ 1 • work k^' t f « 



SI 



1 DVD 



encrypted magidnurnber 



maeic number 'workkey 'T^^bUf'-fAycz^M^T* 



S2 



Si L 'work key' TBf^b U7V:WC«#r « 



S3 




[04] 



Rain Text 



MaQte number 
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Magic number 
C^herText 



[07] 



(start) 
i 



k:-mastBr key 



S21 




'work key* ~k 



C return) 



S24 



[S5] 



11 ^-yy 



(Ma^Key) 



^12 



jyvortosea 



13 



tiimtm» 



14 





k:= 


F(k) 


S23 


NO 









( START ) 



-Plain Text 











f 


SI 2 

'work key' 




f 


:t » & ■ woik key ■ t ffi t ^ T - 4r € «l ^ k T « 




f 



S11 



[08] 



( RETURN ) 



S13 




S33 



[0 9] 



23 □^fcTi-^r 




22 DVD 



(12) 
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mi 0} 



23 =J>fcri-4? 




[011] 




[Ell 2] 



101 102 

i — . m^:scc ' — i 



I »§e h iQ3 



(SDlnt.CL^ 

H 0 4 L 9/08 
9/06 



F I 

H 0 4 L 9/00 



6 0 1 A 
6 1 1 A 




(13) 
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9/14 



6 4 1 



